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VPN (Virtual Private Network), REAUL % FHM%E, & —Ffumid 2 F W 2% 22 4 it Ak
L F W 2 BEAT AR UG R R T 2, WA R RS IO LA . W, R ZE R AN RRE
I VPN IS 22405 0] 2 7] S OA R%t. KBRS VPN RIS 7 U7 #2325 ik
. MBS MG, ERRIE LR R REATINGE R RS ORISR HEE
.

JLAY VPN £ 2
PPTP VPN

(i

o

@ L2TPVPN
@ IPSec VPN
®

SSL VPN

2. ERERE

FER SR VPN 7560, WSS & o, AEHEE =M. AR ik
AT R
@ VPN J[5%: ocserv (OpenConnect VPN Server), — TR VPN JIR 4% s #44,
AT DASR (ks 2131 (14 22 AR IR 55, W RATE RHE A& AR Z 1 Linux RATROEAT
LAERIHE
® VPN /)iii: AnyConnect, HIFEFHEHK VPN o, H Al A 3CHF Windows.
Android. i0S. OS X. Ubuntu. WebOS Z5:#1E RSt HIRA ;

® fEHithid: SSL.
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ITEIR 4%
eth0:1P=192.168.11.3/24

userA_ Internet

O:IP:IP_VPN
ﬁ J
[— SRS E

eth0:1P=192.168.10.3/24
userB

eth0:1P=IP_userA E LRSS

. eth1:1P=192.168.10.2/24
eth2:1P=192.168.11.2/24

AR B D P AR S B B 0 R R TR

TR RERFR
IP Hihl=IP userA, JLF| VPN 552 ethO [ 4% Al ik ;
userd VPN & i ff: AnyConnect;
IP Hihl=IP userB, ILF| VPN JIK55 88 ethO M4 IA;
userd VPN & i ff: AnyConnect;
EEERSE: CentOS 7.3 X86_ 64 Al
VPN k55 &3 8fF: ocserv 0.11.7
VPN JIR45 4% PARCE:
(1) ethO: IP=IP_VPN, iZbhtXfFMEHEARSS, HMABSEAK userA. userB R 15[
(2) ethl: 1P=192.168.10.2/24 //iZHuhE 54T EDAR 55 s kit [F— 7. HLil
(3) eth2: IP=192.168.11.2/24 //iZdhdik 5 SO0 S5 2 bk (Rl — 79 ELE
FTENRSS 4% eth0: 1P=192.168.11.3/24
ARG A eth0: 1P=192.168.10.3/24
Hrp,

(1) /" userA 7EFIH VPN % i % VPN JRSS 8% 2 5, T U5 il 2 &) 33T EDAR 55
#5192.168.11.3, Hr % fR %y 2MB;

(2) FHF userB fEFIH VPN 2 /1ty ZEH: VPN HRES48 2 J5, ATV il 2 =] SO s
#5192.168.10.3, ot % Pl .

E: ETREES, WRIERSE CentOS 7.3 #AE RS EE AIFTA HAE, UL root
S R IF AT .

2.1 S5t E
(—) ZERBE

# yum -y install wget gcc nettle* gnutls *readline* libev* autogen protobuf*
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(=) 23 ocserv B

B U A7t B 5% /home/centos, FF F#K ocserv AL :

# cd /home

#mkdir centos && cd centos/

FECH AT IS -

# wget fip.//fip.infradead.org/pub/ocserv/ocserv-0.11.7 .tar.xz

i VA A, -

#xz -d ocserv-0.11.7.tar.xz

# tar -xvf ocserv-0.11.7.tar

HENBIfR S5 1) ocserv-0.11.7 SCAFIEH, AT Gk 23

#cd ocserv-0.11.7 && ./configure --prefix=/usr/local/ocserv && make && make install

(=) EH ocserv
(1) QIEEH %, H T35 224 e

# mkdir -p /usr/local/ocserv/etc/certificates

(2) E &l JF % H FX ocserv-0.11.7 H [ Kl sample.config, sample.passwd 3 1 F|
/usr/local/ocserv/ete/ H 3%
# cd /usr/local/ocserv/etc && cp /home/centos/ocserv-0.11.7/doc/sample.passwd ./
# cd /usr/local/ocserv/etc && cp /home/centos/ocserv-0.11.7/doc/sample.config ./

ZJG, didt r €& n & /ust/local/ocserv H sk G B 24 N 240N

— bin

— occtl

— ocpasswd

—— ocserv-fw

— etc

— certificates
ca-cert.pem
ca-key.pem
ca.tmpl
server-cert.pem
server-key.pem
server.tmpl
— sample.config
—— sample.passwd

—— occtl.8
— ocpasswd.8
—— ocserv.8

7 directories, 15 files

(3) BLEUE
TSR SSLUMBAE RS, IMIE 75 FE7E VPN RS Shith— B AL B 5. 577
i A2 IS T AR . 4R O A HE P IR SS R $ it 1 %2 DEV AEH ATt

HiEMH. MEEHZELZIER, 5% https:/deveenter.heroku.com/articles/ssl-certificate-



https://devcenter.heroku.com/articles/ssl-certificate-self
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self
AUCGEL THPEA cr e at e KGEHEXSH, cr e at e HlekadikAgh

.
#!/bin/sh

# create self-signed server certificate:

read -p "Enter your domain [www.lingyuecloud.com]: " DOMAIN

echo "Create server key..."

openssl genrsa -des3 -out SDOMAIN key 1024

echo "Create server certificate signing request..."

SUBJECT="/C=US/ST=Mars/L=LA/O=iTranswarp/OU=iTranswarp/CN=$DOMAIN"

openssl req -new -subj $SUBJECT -key $DOMAIN key -out SDOMAIN.csr

echo "Remove password..."

mv $DOMAIN.key SDOMAIN.origin.key

openssl rsa -in SDOMAIN.origin.key -out SDOMAIN key

echo "Sign SSL certificate..."

openssl x509 -req -sha256 -days 3650 -in $DOMAIN.csr -signkey $DOMAIN.key -out
$DOMAIN.crt

B % VPN FZ 45k 4% 4 www.lingyuecloud.com, 247 c r e at e [Hds& sl 555
H 25 A UE T keyo

# sh create_cert.sh

RAE SR EANA RIS S

Enter your domain [www.lingyuecloud.com]: www.lingyuecloud.com ARV S EETIE PN
(1] VPN IR 55 e384, IRAMO7n o], 16 H B S2BRK VPN IR %S st 1S

Create server key...

Generating RSA private key, 1024 bit long modulus

.................. ++++++

................... ++++++

e is 65537 (0x10001)

Enter pass phrase for www.lingyuecloud.com.key: / /BRI B
Verifying - Enter pass phrase for www.lingyuecloud.com.key: / /RN B
Create server certificate signing request...

Enter pass phrase for www.lingyuecloud.com.key: / /BRI E
Remove password...

Enter pass phrase for www.lingyuecloud.com.origin.key: //VEN BT
writing RSA key

Sign SSL certificate...

Signature ok
subject=/C=CN/ST=SC/L=CD/O=Longyuan/OU=Longyuan/CN=www.lingyuecloud.com
Getting Private key

ik, ESeki N VPN IR A4, Blan: www.lingyuecloud.com, 1ESZFRE P14
HESEPRI) VPN IR IES . 2 )5, WEMBAENT S, DU 2 (R — 2
creat e HESATIEEE N BAESHTH AR 4 43

www.lingyuecloud.com.crt
www.lingyuecloud.com.csr
www.lingyuecloud.com.key
www.lingyuecloud.com.origin.key

Hrb, 44 5 www.lingyuecloud.com.crt A1 www.lingyuecloud.com.key (13244, I VPN



https://devcenter.heroku.com/articles/ssl-certificate-self
http://www.example.com.crt/
http://www.example.com.key/
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A5 vt e B UE TS AN key, Ks iR AN SCA#E DL usr/local/ocservi/etc/certificates/ H 3% T :

# cp -r www.lingyuecloud.com.crt www.lingyuecloud.com.key /usr/local/ocserv/etc/certificates/

(4) T HE ocserv
£ ocserv T & S usr/local/ocservietc/sample.config 41, &% N iR D & HHATHI N 2
Bree, FHCHCE DT

auth = "plain[passwd=./sample.passwd] ""# tA ilF 77 (S Z A1

tep-port = 443 # B Wi 7

udp-port = 443

run-as-user = root # 7514

run-as-group = root

socket-file = /var/run/ocserv-socket

server-cert = /usr/local/ocserv/etc/certificates/www.lingyuecloud.com.crt #UE, R T2
(3) DM EZEZIES

server-key = /usr/local/ocserv/etc/certificates/www.lingyuecloud.com.key ~ #iETif¥) key, KIE T

% (3 BN HEZIETH key

isolate-workers = false

max-clients = 16 # R AEZH

max-same-clients = 2 # 147/ /& X E 7% 1% 45

keepalive = 32400

dpd = 90

mobile-dpd = 1800

switch-to-tep-timeout = 25

try-mtu-discovery = false

cert-user-oid = 0.9.2342.19200300.100.1.1

tls-priorities = "NORMAL:%SERVER _PRECEDENCE:%COMPAT:-VERS-SSL3.0"

auth-timeout = 240

min-reauth-time = 300

max-ban-score = 50

ban-reset-time = 300

cookie-timeout = 300

deny-roaming = false

rekey-time = 172800

rekey-method = ssl

use-occtl = true # A&7 A] LIE/ occtl 1T E

pid-file = /var/run/ocserv.pid

device = vpns # E T IEENT I E 5

predictable-ips = true

ipvd-network = 172.16.16.0 # FFE %7117 IP B¢

ipv4-netmask = 255.255.255.0

ping-leases = false

route = 192.168.10.0/255.255.255.0 # £/F 551, #HZEFHINTIP B # IP K

# no-route = 192.168.0.0/255.255.0.0

cisco-client-compat = true

dtls-legacy = true

(5) Fzhoc s v
# /usr/local/ocserv/sbin/ocserv -f -¢ /usr/local/ocserv/etc/sample.config -d 1
@ W AE A supervisor # 47 8 3 . K T supervisor (] ZFEMELE, 1§ = F
http://supervisord.org/installing.html


http://拷贝到usr/local/ocserv/etc/certificates/
http://www.example.com.crt/
http://www.example.com.key/
http://www.example.com.crt/
http://www.example.com.key/
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(6) MCE L i nitdikiIhae
bk 2% «
# iptables -t nat -A POSTROUTING -o ethl -j MASQUERADE
# iptables -t nat -A POSTROUTING -o eth?2 -j MASQUERADE

FFJE Linux ¥ H 4% :

AT MUK AT I e, 53— @A Linux AJGa T i1 1% i
eRIhhe, HREIIhRRK IR BCE T

KA #echo "net.ipvd.ip_forward = 1" >> Jetc/sysctl.conf

ISR IN: #echo 1 > /proc/sys/net/ipvd/ip_forward

(7) BJEEH K userA. userB

# /usr/local/ocserv/bin/ocpasswd -c /usr/local/ocserv/etc/sample.passwd userA
FHEIRHN userA [ %45

# /usr/local/ocserv/bin/ocpasswd -c /usr/local/ocserv/etc/sample.passwd userB
BRI userB 1584

B, RS IRIIELE O 58 . b userA. userB [#)IK S A0 %5 AL B A f5 42 FH 4
AnyConnect % 35 i A5 FH R P

2.2 B PmEE

W4 userA. userB 1 H HI#R1E R BE, i A https://www.ed.ac.uk/information-
services/computing/desktop-personal/vpn/vpn-cisco-client, T #i& T4 B #/E R 481 VPN
2 P S A R

2.3 EREEE 5 FRE

WL AR E, (E13 userA FELTIMEEH, 1 userB 2E2)REKH: H userA i) L
v TR SRR 2M
(1) 4 userA @t ic & X
# vi /usr/local/ocserv/etc/config-per-user/userA
FE_ BRSO IN TR R E B
route = 192.168.11.0/24 #/7A5E5 i1, userA i ZEEF I IP 2(# IP B
rx-data-per-sec = 2000000 #EH £ FRFE I &
tx-data-per-sec = 2000000 #3EHK&% IRFEH &
(2) &% ocserv IFIHC B 3L sample.conf

# vi /usr/local/ocserv/etc/sample.conf

£ sample.conf FiL & A A ML FECE -
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config-per-user = /usr/local/ocserv/etc/config-per-user/
(3) = A IRk% I
#  pkill  ocserv && sleep 2 &&  /usr/local/ocserv/sbin/ocserv  -f  -c

/usr/local/ocserv/etc/sample.config -d 1

3. EEN

7 userA. userB % Fuii T 7F AnyConnect i, A4 (3. 15IES SEPRALE 1) VPN
M5 # I 3R 44, HZIR 44 userA. userB FIIEH i . # IHAIA B userA eth0. userB
eth0. VPN 5545 eth0 Ao T-[5— PN, W RTiE7E userA. userB FR Xt (1) hosts L
1P VPN Hbhk www.lingyuecloud.com”(& B, B A[SEEIE I 1. ) 2 )5,

Al Connect BV AT #%E4% VPN IRZ528, W R AR

P AnyConnect i)
Secure Mobility Client cisco

° VPN:
Ready to connect.
- 7n Connect

I www.lingyuecloud.com

B

ZJg, miifi connect #Z4H, 3 AN BRI B L EIARIAE L, DAl AAES
2.1 a4 SSEIT .

% Cisco AnyConnect | www.lingyuecloud.com < 2%
‘ni Please enter your userame. % Please enter your password.
Usemame: Password: I |
oK Cancel OK Cancel

Z Ik, H:F OpenConnect % [#) SSL VPN ffik 77 A E K, - HA F He s i Al o6 PRIk
IRE . ESEPrIR 5, ATk 454 FreelPA SRSEIAM 14— M P S0 GE5#%

10


http://www.example.com/
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BUEHE, KT ocserv 5 FreelPA HIZE & N RHAE S 8507 T FFERRIE QAT HH .
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